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Abstract: In today's enterprise environments, managing
identities and access across heterogeneous systems is a critical
challenge. SailPoint IdentitylQ (IIQ) offers a comprehensive
solution to this challenge by enabling integration with various
systems through its Multi-Connector Adapter. This paper
explores the integration of IIQ with Oracle Databases, SQL Server
Databases, and Unix Servers, utilizing the Multi-Connector
Adapter to streamline user access management, automate
provisioning, and simplify access request processes. The paper
covers the technical setup, user synchronization, entitlement
management, and security considerations for each of these
systems. Furthermore, it outlines how the integration enhances
scalability, compliance, and audit capabilities, and provides best
practices for optimizing the solution. Real-world case studies
demonstrate the practical benefits of leveraging I1Q for large-scale
identity management in multi-platform environments.
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1. Introduction

Identity and access management (IAM) systems play a vital
role in securing an organization's digital infrastructure by
ensuring that only authorized users have access to sensitive
resources. SailPoint IdentityIQ (IIQ) is one of the leading IAM
solutions, offering extensive integration capabilities for various
target systems. The need for seamless integration of multiple
systems such as Oracle Databases, SQL Server, and Unix
Servers has become a common requirement for large
enterprises.

In this context, Multi-Connector Adapters in SailPoint
IdentitylQ provide an efficient means of integrating
heterogeneous systems, reducing the complexity of identity
management. This paper explores how the Multi-Connector
Adapter can be leveraged to onboard Oracle, SQL Server, and
Unix systems, thereby simplifying the user access request
process, enhancing security, and ensuring compliance with
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regulatory standards.

2. Understanding Multi-Connector Adapters in SailPoint
IdentitylQ

A. Definition and Role of a Multi-Connector Adapter

A Multi-Connector Adapter serves as the interface between
SailPoint IdentitylQ and target systems like Oracle, SQL
Server, and Unix. It facilitates the synchronization of user
identities, access rights, and entitlements across these systems,
providing a unified approach to identity governance and
administration.

B. Key Features of the Multi-Connector Adapter
The Multi-Connector Adapter is designed to integrate
multiple systems efficiently, supporting features such as:
e  Scalability to handle large numbers of systems
e Real-Time Synchronization of identity data
e Centralized Access Management for simplified user
provisioning and de-provisioning
e Audit and Compliance Tracking for regulatory
adherence

C. Supported Target Systems and Use Cases

The Multi-Connector Adapter supports systems such as
Oracle databases, SQL Server databases, and Unix servers,
making it an essential tool for modern enterprise environments
requiring centralized identity and access management.

3. Onboarding Oracle Databases

A. Overview of Oracle Database Integration

Oracle databases play a critical role in enterprise
environments, holding a vast amount of sensitive organizational
data. Integrating Oracle databases into SailPoint IIQ ensures
that wuser identities and entitlements are consistently
synchronized across systems. The integration involves enabling
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IIQ to communicate with Oracle databases through its
connectors, automating user account management, and
controlling access at the database level.

B. Setting Up the Connector for Oracle

The Oracle Connector for SailPoint IIQ is based on the
Oracle Identity Management (OIM) standards. The setup
process involves the following steps:

1. Configuring the Oracle Database:

o Establish connectivity between SailPoint I1Q
and Oracle using JDBC (Java Database
Connectivity).

o Define the Oracle Database Host, Port, and
Service Name for secure connectivity.

2. Creating the Oracle Connector in SailPoint I1Q:

o In the IIQ interface, navigate to the
Connector Configuration section, where you
will define the Oracle database as a target
system.

o Specify Admin credentials and ensure that
these credentials have adequate permissions
to read and modify users, groups, and roles in
the Oracle database.

3. Connector Synchronization:

o Set up synchronization tasks, which are
periodic processes that ensure I1Q regularly
fetches and updates data from the Oracle
database, including user records, roles, and
entitlements.

o Ensure that the synchronization process is
optimized to avoid excessive load on the
Oracle database and to prevent conflicts in
identity data.

C. User Synchronization and Access Management

Once the Oracle connector is set up, user identities are
synchronized from Oracle to IIQ. The synchronization
involves:

e User Account Creation and Deletion: Users added to
IIQ are automatically provisioned to Oracle, with their
relevant roles and entitlements. Conversely, users de-
provisioned from IIQ will be removed from Oracle to
avoid orphaned accounts.

e Role Mapping: Roles and permissions in IIQ are
mapped to corresponding Oracle database roles,
ensuring that users in IIQ receive access according to
their defined roles.

For instance, a Database Administrator role in IIQ might map
to an Oracle role with full database privileges, while a Read-
Only role might only grant access to specific database views.

D. Entitlement Management for Oracle

Entitlement management is a key feature of the Oracle
Connector. It allows administrators to manage which users have
access to which database resources, such as tables, schemas,
and views. The entitlement management flow includes:

e Mapping Database Roles to IIQ Roles: This ensures
that when a user is assigned a role in IIQ, the
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corresponding Oracle database role and permissions
are automatically granted.

o FEntitlement Certification: The process of periodically
certifying entitlements ensures that users only retain
access to Oracle resources that align with their job
responsibilities. This is crucial for maintaining
security and compliance with regulatory standards like
SOX and GDPR.

E. Compliance and Audit Considerations for Oracle
Databases

The integration between Oracle and 11Q provides robust audit
and compliance features:
o Audit Logs: All changes made to user accounts, roles,
and permissions in Oracle are tracked in SailPoint I1Q.
These logs are valuable for compliance audits and for
identifying potential unauthorized access.
o Compliance Reports: Automated reports help ensure
that user access aligns with Segregation of Duties
(SoD) policies, and the reports can be customized to
meet industry-specific regulations.

4. Onboarding SQL Server Databases

A. Overview of SOL Server Integration

SQL Server is a popular database platform in enterprises,
often used for financial systems, customer databases, and more.
Integrating SQL Server with SailPoint IIQ through the SQL
Server Connector simplifies the management of user access and
entitlements within the database environment.

B. Setting Up the Connector for SOL Server

The SQL Server Connector allows IIQ to establish a secure
connection to SQL Server databases, facilitating the automation
of user provisioning and entitlement management. The setup
involves:

1. Configuring SQL Server Connectivity:

o Specify the SQL Server instance details,
including the host, port, and authentication
method (Windows or SQL  Server
Authentication).

o The credentials used to establish this
connection should have sufficient privileges
to manage users and roles.

2. Defining the Target System:

o Create a target system configuration in 11Q
for SQL Server, specifying all necessary
connection parameters, including the
connection type (JDBC) and the credentials
that will be used to interact with the database.

3. Synchronization Process:

o Like Oracle, periodic synchronization is
scheduled to retrieve and update user data,
roles, and access rights across SQL Server
databases.

C. User and Group Management for SQL Server
The SQL Server connector supports the automated creation,
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modification, and deletion of users based on information stored
in I1Q. Users can be grouped into SQL Server-specific roles that
grant access to different database objects, such as tables and
stored procedures.
o  User Role Assignment: The roles assigned to users in
11Q are translated into SQL Server database roles (e.g.,
db_datareader, db_owner) during the provisioning
process.

D. Entitlement Mapping and Permissions for SOL Server

Entitlement mapping involves defining the specific database
objects (tables, views, etc.) that users can access. The
entitlement management workflow includes:

o  Automated Role Mapping: The roles in IIQ are
mapped to specific SQL Server roles, ensuring that
users receive access to the correct database objects.

e Entitlement Mapping Automation: When users request
access to a database, the system automatically assigns
them the appropriate permissions based on their role.

E. Security and Auditing Considerations for SQL Server
Databases

o  Audit Trails: Every user action related to access
changes in SQL Server (e.g., permission
modifications, user role changes) is logged by IIQ.
These logs are critical for security audits and
compliance reporting.

e Multi-Factor Authentication (MFA): To enhance
security, multi-factor authentication can be integrated
with SQL Server access. This ensures that only
authenticated and authorized wusers can access
sensitive database resources.

5. Onboarding Unix Servers

A. Overview of Unix Integration

Unix servers, including Linux, Solaris, and AIX, are
common in environments that require high performance,
scalability, and security. Integrating Unix systems into I11Q
streamlines the management of user identities, access controls,
and entitlements.

B. Configuring the Connector for Unix Systems

The Unix Connector is configured in SailPoint I1Q by:
1. Establishing SSH-based Communication:

o Secure Shell (SSH) is commonly used for
accessing Unix servers. IIQ leverages SSH to
communicate with Unix systems securely,
ensuring encrypted interactions when
provisioning and de-provisioning users.

2. Setting up the Unix Connector:

o Similar to Oracle and SQL Server, create a
Unix target system in 11Q, specifying the host
details, SSH credentials, and other necessary
authentication parameters.
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C. Provisioning and De-Provisioning User Accounts on Unix
Servers

Once the connector is set up:

o Automated Account Provisioning: When a user
requests access to a Unix system, [IQ automatically
provisions their account based on pre-defined roles
and entitlements, including creating SSH keys, user
groups, and other permissions.

e De-Provisioning Accounts: When a user leaves the
organization or no longer requires access, their Unix
account is de-provisioned automatically, ensuring that
there are no lingering access permissions.

D. Managing Access via Group Memberships on Unix Systems

Unix access is typically controlled through group
memberships, which are configured within IIQ:

o  Group Assignments: Users are assigned to Unix
groups based on their roles, ensuring that only
authorized users have access to critical system files
and commands.

e Role Mapping: 11Q maps the roles assigned to users
into Unix user groups and access control lists (ACLs)
for fine-grained access control.

E. Security and Compliance Challenges in Unix Environments

Unix environments present unique challenges in identity
management due to the command-line interface and the
potential for privilege escalation:

o SSH Key Management: The Unix Connector manages
SSH keys for secure login and minimizes risks related
to key theft or misuse by automating the lifecycle of
SSH keys (generation, distribution, and revocation).

e  Security Best Practices: Ensure compliance with
security guidelines such as privilege escalation
controls, password policies, and user monitoring to
reduce the risk of unauthorized access or insider
threats.

6. Streamlining Access Requests via SailPoint IdentitylQ

A. Access Request and Approval Workflow

SailPoint IIQ allows users to request access to various
systems (Oracle, SQL Server, Unix) from a single interface.
The access request workflow automates approval and
provisioning.

B. Role-Based Access Control (RBAC) and its Impact on
Requesting Access

RBAC simplifies access management by assigning roles to
users, which are then linked to entitlements across the
integrated systems.

C. Automating Access Requests and Provisioning

The automation of access requests reduces administrative
overhead and speeds up the provisioning process by linking
workflows directly to 11Q’s central identity store.
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D. Self-Service Access Request and User Empowerment

End-users can self-request access through 11Q’s self-service
portal, enhancing user experience and reducing IT workload.

7. Scalability and Maintenance of the Multi-Connector
Adapter

A. Benefits of Multi-Connector Architecture for Large
Environments

The multi-connector architecture supports large-scale
deployments, allowing organizations to onboard hundreds or
thousands of systems while ensuring minimal disruption.

B. Managing Large-Scale Onboarding Projects

SailPoint 11Q’s capabilities for bulk user onboarding and
entitlement synchronization simplify large-scale identity
management projects.

C. Continuous Synchronization and Updating User
Entitlements

The Multi-Connector Adapter ensures that user entitlements
are constantly updated in real time, keeping the system in sync
with changes across all connected systems.

D. Monitoring and Troubleshooting Multi-Connector
Integration

The platform provides comprehensive monitoring tools to
help troubleshoot and optimize the performance of integrations
across Oracle, SQL Server, and Unix systems.

8. Security and Compliance Considerations

A. Data Security in Multi-System Integrations

Integrating multiple systems introduces security concerns.
The Multi-Connector Adapter ensures that all data exchanged
between I1Q and target systems is encrypted and protected.

B. Compliance with Regulatory Standards (e.g., GDPR, SOX)

The integration helps organizations comply with global data
protection and financial reporting standards by providing
comprehensive audit trails and access logs.

C. Role of Multi-Connector Adapters in Risk Management

By centralizing access management, the Multi-Connector
Adapter reduces the risk of unauthorized access and data
breaches, strengthening overall security posture.

9. Best Practices and Optimization Tips
A. Ensuring Efficient Access Management Across Multiple
Systems

Efficient access management is achieved by ensuring that
connectors are properly configured and that the synchronization
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process is automated to the fullest extent possible.

B. Optimizing Performance in Large Deployments
Large-scale deployments can be optimized through

performance tuning, load balancing, and minimizing

unnecessary network calls during synchronization.

C. Security Best Practices for Identity Management in I11Q

Implementing strong password policies, enforcing multi-
factor authentication, and conducting regular access reviews are
essential security practices in I1Q deployments.

D. Ensuring Continuous Compliance and Auditing

Regular auditing and access certification processes help
ensure that the organization remains compliant with internal
policies and external regulations.

10. Case Studies and Real-World Examples

A. Case Study 1: Integrating 900+ Oracle Databases

A global financial institution leveraged SailPoint IIQ’s
Multi-Connector Adapter to onboard 900+ Oracle databases,
reducing user provisioning time and ensuring compliance.

B. Case Study 2: Managing Access for SOL Server in a Multi-
Cloud Environment

A multi-national company used the Multi-Connector Adapter
to manage access to SQL Server databases across a multi-cloud
environment, simplifying access request workflows.

C. Case Study 3: Onboarding Unix Servers Across a Global
Organization

An international tech company streamlined its Unix server
access management by integrating SailPoint I1Q with their Unix
systems, improving security and operational efficiency.

11. Conclusion

The use of SailPoint IdentitylQ's Multi-Connector Adapter
to integrate Oracle databases, SQL Server databases, and Unix
servers provides organizations with a powerful solution for
managing identities and access across disparate systems. By
automating provisioning, simplifying access requests, and
ensuring compliance, the Multi-Connector Adapter enhances
security and reduces administrative burden. With its scalability
and robust integration capabilities, this approach is well-suited
to meet the needs of large enterprises. The future of identity
management will see continued innovation in connectors and
automation, further streamlining the user experience while
ensuring secure and compliant access management.
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